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	EQUALITY AND DIVERSITY STATEMENT
Aspris is committed to the fair treatment of all in line with the Equality Act 2010.  An equality impact assessment has been completed on this policy to ensure that it can be implemented consistently regardless of any protected characteristics, and all will be treated with dignity and respect.




In order to ensure that this policy is relevant and up to date, comments and suggestions for additions or amendments are sought from users of this document.  To contribute towards the process of review, email AsprisGovernanceHelpdesk@Aspris.com 

E-Safety
	1
	INTRODUCTION

	
	

	1.1
	E-safety is an ability to protect and educate children, young people, and Colleagues in their use of technology as well as having appropriate mechanisms in place to respond to and support any incident where appropriate. 

	
	

	1.2
	This policy should be used in conjunction with the related policies listed on the preceding page where applicable.

	
	

	2
	AIMS 

	
	

	2.1
	The aim of this policy is to educate our young people about the benefits and risks of using new technology and provide safeguards and awareness for users to enable them to control their online experiences. 

	
	

	2.2
	Education is key to achieving this objective. The Keeping Children Safe online campaign  (NSPCC Keeping children safe online | NSPCC) provides a simple framework for children and young people to stay safe online and report any concerns they may have.

	
	

	3
	SCOPE 

	
	

	3.1




	The e-safety policy covers the use of the computing systems, equipment, and software within the Homes/ Schools/ Colleges. It also covers the use of Aspris-owned technology outside of the Homes/ Schools/ Colleges and the use of personal technology within settings. It is comprehensive in that it includes sections on issues such as social networking, cyber-bullying, data protection, passwords, filtering, digital and video images, and the use of mobile and/or gaming devices.  

	
	

	4
	RESPONSBILITIES

	
	

	4.1
	The Governing board (Education)

	
	

	4.1.1
	The governing board has overall responsibility for monitoring this policy and holding the head teacher to account for its implementation.
All governors will:
a) Ensure that they have read and understand this policy.
b) Agree and adhere to the terms on acceptable use of Aspris ICT systems and the internet 
c) The governing board and proprietor must ensure that appropriate filtering and monitoring systems are in place.

	
	

	4.2
	The Head Teacher/ Principal/ Registered Manager

	
	

	4.2.1

	The Head Teacher/ Registered Manager/ Principal is responsible for ensuring that Colleague understand this policy, and that it is being implemented consistently throughout the school/college/ home.

	
	

	4.2.2
	The Headteacher /Principal /Registered Manager must be aware of their responsibilities with regards to knowledge of filtering and monitoring systems in place, the management of them and how to escalate any concerns.

	
	

	4.3
	The Designated Safeguarding Lead / Person 

	
	

	4.3.1
	Details of the DSL/P and deputies are set out in our safeguarding policy (AOP06/ AOP06A/ AOP06B/ AOP06.1/ AOP08/ AOP08A).
The DSL/P takes lead responsibility for online safety at the Home/ School/ College, in particular:
a) Ensuring that any online safety incidents are logged and dealt with appropriately with our safeguarding Policy (AOP06/ AOP06A/ AOP06B/ AOP06.1/ AOP08/ AOP08A)
b) Ensuring that any incidents of cyber-bullying are logged and dealt with appropriately.
c) Liaising with other agencies and/or external services if necessary

	
	

	4.4
	All Colleagues and volunteers

	
	

	4.4.1
	All Colleagues, including contractors, agency Colleagues, and volunteers are responsible for: 
a) Maintaining an understanding of this policy
b) Implementing this policy consistently
c) Working with the DSL/P to ensure that any online safety incidents are logged and dealt with appropriately in line with this policy

	
	

	4.5
	Parents / Carers 

	
	

	4.5.1
	Parents/ Carer’s are expected to:
Notify am Aspris colleague within the team or the Head Teacher / Principal / Registered Manager of any concerns or queries regarding this policy.
Parents / Carer’s can seek further guidance on keeping children safe online from the following organisations and websites:
· What are the issues? - UK Safer Internet Centre
· Hot topics - Childnet International
· Parent factsheet - Childnet International
· Healthy relationships – Disrespect Nobody

	
	

	4.6.
	Visitors

	
	

	4.6.1
	Visitors and members who visit the Homes/ Schools/ Colleges and use the Apsris ICT systems or internet will be made aware of this policy, when relevant, and expected to read and follow it. If appropriate, they will be expected to agree to the terms. 

	
	

	5
	POLICY

	
	

	5.1
	Cyber Bullying

	
	

	
	Cyberbullying is bullying that takes place over digital devices like cell phones, computers, and tablets. Cyberbullying can occur through SMS, Text, and apps, or online in social media, forums, or gaming where people can view, participate in, or share content. Cyberbullying includes sending, posting, or sharing negative, harmful, false, or mean content about someone else. It can include sharing personal or private information about someone else causing embarrassment or humiliation. Some cyberbullying crosses the line into unlawful or criminal behavior.

	
	

	5.1.1
	The most common places where cyberbullying occurs are:
a) Social media, such as Facebook, Instagram, Snapchat, and Tik Tok
b) Text messaging and messaging apps on mobile or tablet devices
c) Instant messaging, direct messaging, and online chatting over the internet
d) Online forums, chat rooms, and message boards, such as Reddit
e) Email
f) Online gaming communities

	
	

	6
	SEXTING

	
	

	6.1
	Sexting is when people share a sexual message and/or a naked or semi-naked image, video or text message with another person. It's also known as nude image sharing.

	
	

	6.2
	Children and young people may consent to sending a nude image of themselves. They can also be forced or coerced into sharing images by their peers or adults online. Sextortion is a form of online abuse where someone threatens to share private or sexual images. It often involves pressure, blackmail, or coercion to make a person send images or money.

	
	

	6.3
	If a child or young person originally shares the image consensually, they have no control over how other people might use it.

	
	

	6.4
	If the image is shared around peer groups, it may lead to bullying and isolation. Perpetrators of abuse may circulate a nude image more widely and use this to blackmail a child and/or groom them for further sexual abuse.

	
	

	6.5
	It's a criminal offence to create or share explicit images of a child, even if the person doing it, is a child. If sexting is reported to the police, they will make a record but may decide not to take any formal action against a young person. Be mindful that AI – generated images (deep fakes) can be used to cause harm, offence, or distress to others, Explicit images of children generated through this means are illegal

	
	

	7
	GROOMING ONLINE

	
	

	7.1
	Online grooming is when someone uses the internet to trick, force or pressure a child / young person into doing something sexual.

	
	

	7.2




	A 'groomer' is someone who makes an emotional connection with someone and tries and makes that someone does things like:
a) Have sexual conversations online or by text messages.
b) Send naked images of yourself, which is sometimes called sexting
c) Send sexual videos of yourself.
d) Meet up with them in person

	
	

	8
	SOCIAL MEDIA

	
	

	8.1
	Social media is the term used to describe websites and apps that allow the creation or sharing of social information. They’re interactive, promote the creation and sharing of content, and join up each person (or more accurately, each person’s profile) with others in ‘social networks’.

	
	

	8.2
	For children and young people, social media services mean they can keep in touch with friends, connect with new people, and share photos and videos with each other.

	
	

	8.2.2
	There are risks too, including:
· Seeing inappropriate or harmful content
· The promotion of harmful or illegal behaviour or conduct
· Sharing too much information, or picking up incorrect information
· Inappropriate contact with other young people or adults

	
	

	9
	REPORTING AND RESPONDING

	
	

	9.1
	Safeguarding and child protection should be the main concern of any disclosure. Safeguarding procedures should be followed as stated in the Safeguarding Policies AOP06/ AOP06A/ AOP06B/ AOP06.1/ AOP08/ AOP08A

	
	

	9.2
	· The school, college and residential home will take all reasonable precautions to ensure online safety for all users but recognises that incidents may occur inside and outside of the school or home. The Home/ School/ College will ensure:
· All Colleagues will be made aware of the need to report online safety issues/incidents.
· There are clear reporting routes which are understood and followed by all colleagues  which are consistent with Aspris’s safeguarding procedures, and with the whistleblowing, complaints and managing allegations policies.
· Reports will be dealt with as soon as is practically possible once they are received.
· The Designated Safeguarding Lead / Person, Online Safety Lead and other responsible Colleagues have appropriate skills and training to deal with online safety risks.
· If there is any suspicion that the incident involves any illegal activity or the potential for serious harm, the incident must be escalated through Aspris safeguarding procedures.
· Any concern about a Colleague  misuse will be reported to the Headteacher, Principal or Registered Manager, unless the concern involves the Headteacher, Principal or Registered Manager, in which case the complaint is referred to the Regional / Area Director.
· All incidents should be reported on the Electronic Reporting System.

	
	

	10
	MONITORING AND REVIEW 

	
	This policy will be reviewed annually, or earlier if necessary, update in line with national and/or local updates.

	
	

	11
	National guidance

	
	NSPCC - Keeping Children safe online Keeping children safe online | NSPCC
Scottish Government Internet Safety for children and young people: Every parent/carer is equipped to guide and support their children's online activity - Internet safety for children and young people: national action plan - gov.scot (www.gov.scot)
Welsh Government - Keeping safe online - Hwb (gov. wales)
Remove it report tool for removal of nude images share online for young people: Remove nude images shared online | NSPCC
Online Safety Act 2023
AI CSAM Guides for Professionals | IWF & NCA
Sextortion or Sexually Coerced Extortion Help & Support

	
	

	12
	Associated Forms
ACS LP 38 E-Safety
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