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	1. Introduction

	     Sheridan School recognises that digital technology is an integral part of children and young people’s lives and provides significant opportunities for learning, communication, creativity and developing independence. Alongside these benefits, pupils can be exposed to a range of online risks, including inappropriate or harmful content, cyberbullying, grooming, exploitation, online abuse, inappropriate communication, scams and harmful online communities. As a specialist setting, the school recognises that some pupils may be particularly vulnerable to online risks. Individual pupils may experience difficulties with emotional regulation, impulsivity, social communication, decision making, understanding consequences, maintaining appropriate relationships and recognising manipulation or coercion. These factors will be taken into account when assessing and responding to online safety concerns. 

       This local procedure should be read alongside the school’s Safeguarding and Child protection policy, behaviour policy, mobile phone policy, staff code of conduct, data protection policy. Online safety is everyone’s responsibility. The school will promote a culture in which pupils feel able to talk to trusted adults about things that happen online and in which staff understand their responsibilities for identifying, reporting and responding to concerns. 
 


	1. Aims 

	      The aims of this local procedure are to:
· Promote the safety, wellbeing and safeguarding of all pupils when using digital technology;
· Provide clear and consistent local arrangements for managing online safety within the school;
· Ensure that all staff understand their individual responsibilities for online safety;
· Provide pupils with the knowledge, skills and confidence to make safer and more responsible choices online;
· Recognise and respond appropriately to the particular online vulnerabilities of pupils within a specialist SEMH setting;
· Ensure that concerns about online abuse, exploitation, harmful content, cyberbullying or inappropriate communication are identified and acted upon promptly;
· Maintain appropriate filtering, monitoring and supervision arrangements;
· Ensure that the use of school technology, email, telephones, social media and personal communication devices is appropriately managed;
· Establish clear expectations for professional communication between staff, pupils and parents/carers;
· Ensure that online safety concerns are recorded, monitored and reviewed appropriately;
· Work in partnership with parents/carers and relevant external agencies where this is necessary to safeguard a child;
· Promote a culture where pupils and staff know how to report concerns and where to seek help;
· Ensure that online safety arrangements are regularly reviewed and adapted in response to emerging technology, incidents and the changing needs of the school’s pupils.

         The school recognises that online safety cannot be achieved through filtering and restrictions    
         alone. Effective online safeguarding requires a combination of appropriate technology, 
          supervision, education, positive relationships, clear boundaries, risk assessment and timely 
          safeguarding intervention. 


	1. Local responsibilities

	       Online safety is an integral part of safeguarding at Sheridan School. All staff have a          responsibility to promote safe and appropriate use of technology and to respond promptly to concerns. The Headteacher has overall responsibility for ensuring that this procedure is implemented, monitored and reviewed. The Headteacher will:
· Ensure that staff receive appropriate training;
· Ensure that serious online safety incidents are appropriately investigated and escalated;
· Ensure that the school’s approach reflects the specific needs and vulnerabilities of its SEMH cohort.
The DSL will:
· Lead online safeguarding concerns;
· Provide advice and support to staff;
· Ensure concerns are appropriately recorded;
· Assess whether concerns require referral to children’s social care, the police or other agencies;
· Ensure online safety is incorporated into safeguarding training.
· Ensure new legislation regarding IT is included in PSHE curriculum.

All staff must:
· Follow the school’s safeguarding procedures;
· Maintain professional boundaries online;
· Report inappropriate, illegal or harmful content encountered through school systems;
· Use school approved systems for communication with pupils and parents/carers;
· Complete required online safety training.


	1. Contact plans

	      The school will maintain clear arrangements for responding to online safety concerns. During the school day, concerns should be reported to: Designated Safeguarding lead – Christine Carter, Deputy DSL’s – Victoria Rowlands, Victoria Fusco, Rachael Weedon, Lily Money and James Snelling. Where the DSL or Deputy DSL’s are unavailable, staff must report the concern to the most senior appropriate member which is the Regional Director – Phil Ringsell. Outside of normal school hours, the school’s existing safeguarding contact and escalation arrangements will apply.


	1. Correspondence and Communication

	      All electronic communication between school and parents/carers should normally take place 
      through school approved communication systems. Staff must not use personal messaging                 
      or personal social media accounts to communicate with pupils or parents/carers about school              
      matters. 

     Where online communication is required as part of an agreed intervention or educational                      
      provision, the communication method must be authorised by the school and appropriately risk     
      assessed. Staff should assume that electronic communication may be retained, forwarded,     
      screenshotted or otherwise shared. 


	1. Access to Telephones

	      The school will provide access to telephones for legitimate educational, operational and       
       safeguarding purposes. Staff should use school telephones or approved communication        
       systems when contacting parents/carers wherever reasonably practicable. Personal mobile     
       phones should not normally be used to contact parent/carers. Where another device has to    
       be used in an emergency, staff should inform the DSL or line manager where staff would be     
       instructed to use a member of the Senior Leadership work mobile phone. Pupils access to   
       telephones will be managed in accordance with the school’s mobile phone procedure. 


	1. Record Keeping

	       All online safety safeguarding concerns will be recorded in accordance with the school’s    
       safeguarding recording arrangements. Records should be factual, objective and 
       an include the date, time, pupil involved, nature of the concern, relevant facts and information   
       actions taken, referrals to agencies, communication with parents/carers and follow up actions    
       and outcomes. 


	1. Monitoring Arrangements

	      The school maintain appropriate filtering and monitoring systems to support the safeguarding     
       of pupils and staff. Filtering is intended to prevent access to illegal, inappropriate and harmful 
       content. Monitoring provides a means of identifying concerning activity and does not replace 
       supervision or professional judgement. Monitoring arrangements will include Review 
       monitoring alerts and reports; recording of significant incidents and actions taken. 


	1. Risk Assessments

	        Online safety risks will be considered as part of the school’s wider safeguarding and risk              
        assessment arrangements. 
       Any child who presents any concerns around e-safety, their individual risk assessments will be 
       updated with risks and measures to minimise risk.


	1. Access to email

	        Pupils and staff will only access email systems that have been authorised by the school. Staff  
        must use their email account for school business. Staff must not:
· Use personal email accounts to communicate with pupils;
· Share confidential information through unauthorised accounts;
· Forward school information to personal email accounts without a legitimate and authorised reason;
· Share passwords;
· Leave confidential emails visible on unattended devices.



	1. Access to social media

	       Staff must maintain professional boundaries on social media. Staff must not:
· Add current pupils to personal social media accounts;
· Communicate privately with pupils through personal social media;
· Share personal contact details with pupils;
· Post confidential contact details with pupils;
· Post material which could reasonably undermine professional confidence in their role.

       Staff should consider carefully whether public social media activity could affect professional   
       relationships, safeguarding or the reputation of the school. 


	1. Children and Young People’s Communication Devices and Local Rules for /sensible and Safe Communications and social media.

	          The school recognises that many pupils will have access to smart phones, tablets, gaming    
          devices and social media outside school. The school’s approach will therefore focus not only   
          on restricting access but on helping pupils develop skills required to manage online risks   
          safely. 

          The school’s arrangements for mobile phones and personal devices will be communicated to 
           pupils and parents/carers. The school may require devices to be:
· Switched off;
· Stored securely;
· Handed to staff at the gate;
· Inaccessible during lessons or specified periods. 

       Individual arrangements may be made for pupils where there is an identified educational,     
       medical, communication or safeguarding need. Online safety education will be adapted to the  
       developmental and emotional needs of pupils within the SEMH setting. Teaching may include:
· Healthy online relationships;
· Consent and boundaries;
· Social media;
· Cyberbullying;
· Gaming;
· Image sharing;
· How and when to seek help.

       The school recognises that some pupils may require repeated teaching, modelling and   
       practical support to develop safe online behaviours. 

       The local procedure will be reviewed annually, or sooner where there is:
· A significant change in technology;
· A change in legislation or statutory guidance;
· A significant online safeguarding incident.

        The findings of the annual review will be reported to the governing body as part of the   
        school’s safeguarding assurance arrangements. 
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