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	1. Purpose

	       At Strathmore College we recognise that digital participation is an important aspect of modern life, learning, employment, relationships and community participation.
      Our approach to online safety is educational, strengths-based and neurodiversity-affirming. We recognise that technology provides significant opportunities for communication, creativity, self-expression, learning, employment and independence. 
      Our aim is not simply to restrict online access but to develop students' confidence, critical thinking skills, self-advocacy and ability to make informed decisions when participating in online communities.


	1. PSHE Curriculum Intent

	Online safety is embedded throughout the PSHE curriculum and Preparation for Adulthood pathways.
Students are supported to develop:
· Safe online communication skills.
· Digital citizenship.
· Media literacy.
· Understanding of online relationships.
· Online consent and boundaries.
· Digital wellbeing.
· Self-advocacy.
· Safe use of social media.
· Awareness of exploitation and coercion.
· Understanding of online scams and misinformation.
· Responsible use of AI and emerging technologies.
Learning takes place through:
· Explicit PSHE lessons.
· Tutorial programmes.
· Safeguarding themes.
· Work placement preparation.
· Student voice activities.
· Real-life scenarios.
· Restorative discussions.
· RSE curriculum delivery.


	1. Local Responsibilities

	Principal
Responsible for ensuring:
· Implementation of ACS 38.
· Appropriate monitoring and filtering systems.
· Staff training.
· Safeguarding oversight
DSL and Deputy DSLs
Responsible for:
· Managing online safety concerns.
· Recording incidents.
· Liaison with external agencies.
· Monitoring trends.
· Ensuring students receive appropriate support.
Staff
Staff will:
· Promote digital inclusion.
· Model safe digital practice.
· Embed online safety within learning.
· Report concerns promptly.
· Support students to develop digital literacy skills.
Students
Students are encouraged and supported to:
· Make informed online choices.
· Respect others online.
· Seek support if something online causes concern.
· Contribute to creating safe digital communities.
· Develop critical thinking and media literacy skills.


	1. Risk Assessment

	The college recognises that online risks affect individuals differently.
Risk assessments will consider:
· Communication profiles.
· Online vulnerability.
· Social understanding.
· Cognitive processing differences.
· Mental health needs.
· Previous online experiences.
· Safeguarding history.
· Independence skills
Risk assessments will focus on enabling safe participation rather than removing opportunities.


	1. Contact Plans and Digital Communication

	Where required, individual support plans may outline:
· Preferred methods of communication.
· Safe communication strategies.
· Online support needs.
· Boundaries relating to digital communication.
· Supportive interventions where concerns arise.

Students will be involved in the development of plans wherever possible.

	1. Email Access

	Students may access email as part of learning, employability preparation and independent living development.
PSHE programmes will teach:
· Safe communication.
· Recognising scams and phishing.
· Protecting personal information.
· Digital professionalism.
· Reporting concerns.


	1. Social Media Access

	The college recognises that social media can be an important tool for:
· Friendship.
· Identity development.
· Community participation.
· Self-expression.
· Accessing information and opportunities. 
Students will receive education around:
· Privacy settings.
· Consent.
· Digital footprints.
· Healthy online relationships.
· Online reputation.
· Misinformation.
· Managing conflict online.
· Safe sharing of information.


	1. Student-Owned Devices

	Students may use personal devices in accordance with college expectations and individual support plans.
Teaching focuses on:
· Safe device use.
· Respecting privacy.
· Responsible photography and recording.
· Managing notifications and screen time.
· Digital wellbeing


	1. Online Relationships and Consent

	Students will learn about:
· Healthy relationships.
· Digital consent.
· Boundaries.
· Respectful communication.
· Coercion and manipulation.
· Online exploitation.
· Grooming behaviours.
· Sextortion
Teaching will be age-appropriate, accessible and personalised to student needs.

	1. Cyberbullying

	The college recognises that online conflict and cyberbullying can affect wellbeing and participation.
Students will be supported to:
· Recognise cyberbullying.
· Report concerns.
· Access support.
· Rebuild confidence and safety following incidents.
· Develop respectful online communication. 
Responses will be restorative, supportive and safeguarding-led.


	11. AI, Digital Media and Emerging Technologies

	Students will be taught about:
· Artificial Intelligence.
· Deepfakes.
· Manipulated media.
· Misinformation.
· Responsible use of AI tools.
· Digital ethics. 

This learning supports future employability and digital citizenship outcomes.


	12. Record Keeping

	Online safety concerns will be recorded through the college's safeguarding and incident reporting systems.
Recording may include:
· Nature of concern.
· Support provided.
· Risk assessments.
· Interventions implemented.
· Outcomes and reviews.


	13. Monitoring Arrangements

	Monitoring will include:
· Online safety incidents.
· Cyberbullying themes.
· Student voice.
· PSHE evaluations.
· Safeguarding trends.
· Emerging digital risks.
· Curriculum effectiveness
Findings will inform:
· Curriculum development.
· Staff training.
· Student support.
· Policy review.


	14. Local Rules for Safe and Responsible Digital Participation

	At Strathmore College we encourage students to:
· Think before sharing.
· Respect personal boundaries.
· Protect personal information.
· Question information found online.
· Ask for help when unsure.
· Treat others with kindness online.
· Report anything that feels unsafe.
· Use technology in ways that support wellbeing and aspirations
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