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	1. Scope of this Internet Safety Local Procedure

	· To outline measures in place to keep students and staff safe whilst accessing the Internet at school. 
· To describe filtering and monitoring systems in place and how these protect students and staff. 

	Context

	· Our students are in an age range where on-line presence and use of social media is the norm. 
· Our students can be more vulnerable to on-line grooming and radicalisation because they may misinterpret social cues or fail to spot signs of danger. 
· The Internet is a powerful tool for teaching and learning and can enrich our students’ experience for work and play. 
· The Headteacher has a responsibility to ensure that school routines for use of technology and filtering and monitoring systems maximise on-line safety.  

	2. School rules and routines around technology

	· All students are required to hand in their mobile phones on arrival at school. Staff explain clearly to students and parents/carers that this is for everyone’s safety and wellbeing. 
· School laptops are available to support learning. Staff supervise closely and direct students to chosen websites for learning tasks.
· School laptops can be used for regulation, relaxation and reward. Students are given a defined time with a laptop to play chosen music or to watch a favourite clip during down time. 

	3. Filtering & Monitoring

	· Aspris use several solutions across different settings for the delivery of Aspris Wi-Fi services: Disney Circle / Netgear Orbi and Nighthawk, Smoothwall
· Access to the internet is regulated to ensure that inappropriate and inoffensive websites cannot be accessed.
· Websites are blocked using a set of standard phrases, words or images that may cause offence or be detrimental to those that view them. Alerts are automatically sent through the Head Teacher who can see the exact phrases and words used in the search or website which a person has tried to gain access to. 
· The Head Teacher can contact Aspris IT services to block or unblock websites should the need arise. 
· Children and young people will need to have been issued with an Aspris Wi-Fi enabled laptop to access the Aspris Wi-Fi service.
· Children and young people will need to log-on to device using their individual user ID and password. Where the child or young person does not have an account a new user request form should be completed by the service manager.

	4. Acceptable Use

	Laptops should be used:
· for a specific purpose or task as directed by an adult and supervised by an adult.
· with the student’s own log in details.
· for a defined period.
· with respect and care for school property. 

	5. Our response to misuse of technology in school

	If laptops are misused, staff will consider a withdrawal of this privilege for a fixed period.
If a student is found to be conducting internet searches for inappropriate terms, parents/carers will be informed and a debrief will follow to ensure that the student understands the law related to inappropriate or malicious on-line content. 

	6. E-safety teaching

	A module on E-safety is delivered annually to all students in PSHE lessons. 
Following any reported incidents of unsafe use of the internet or social media, staff plan and deliver targeted sessions to address individual risk taking. 

	7. Guidance for staff

	Staff are reminded regularly that they are not permitted to use their personal mobile phones in school unless they have sought permission from the Headteacher due to particular circumstances e.g. a relative is unwell. 
Staff are reminded to set appropriate privacy settings on their own social media accounts and to report any attempts by students to contact them via social media directly to the Headteacher or Deputy Headteacher. 
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