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1. Introduction 

At Unsted Park School, e-safety is a critical part of our commitment to providing a secure, 

supportive learning environment. E-safety means equipping children, young people, and staff with 

the knowledge and tools to use technology responsibly and safely. We actively educate our 

students and staff on safe technology use, while ensuring that appropriate measures and response 

mechanisms are in place to address and support any incidents when they arise. 

2. Aims 

The aim of this policy is to educate our young people about the benefits and risks of using new 

technology. At Unsted Park School, we are dedicated to providing safeguards and raising 

awareness among all users, empowering them to manage their online experiences responsibly and 

safely. 

3. SCOPE 

The e-safety policy at Unsted Park School addresses the responsible use of our computing 

systems, equipment, and software both on-site and off-site. This includes the use of Aspris-owned 

technology outside of school premises, as well as personal technology brought into our settings. 

Our policy comprehensively covers essential e-safety areas, including social networking, cyber-

bullying, data protection, password security, internet filtering, the responsible use of digital and 

video images, and regulations for mobile and gaming devices. 

4. Key responsibilities  

 Head Teacher / Head of Care: The Head Teacher or Head of Care at Unsted Park School is 

responsible for ensuring that all staff understand and consistently implement the e-safety 

policy across the school and care environments. They must also manage and oversee filtering 

and monitoring systems, addressing any concerns promptly. 

Designated Safeguarding Lead (DSL): The DSL takes lead responsibility for online safety at Unsted 

Park School. Details of the DSL and deputies are outlined in our safeguarding policies (AOP06/ 

AOP06A/ AOP06B). Key responsibilities include: 

• Logging and managing any online safety incidents in accordance with safeguarding 

policies. 

• Addressing incidents of cyber-bullying. 

• Liaising with external agencies or services when necessary to ensure comprehensive 

online safety. 

 All Staff and Volunteers: All staff, including contractors, agency staff, and volunteers, are 

expected to: 

• Understand and implement the e-safety policy consistently. 

• Collaborate with the DSL to ensure that any online safety incidents are properly logged 

and managed according to policy guidelines. 

 Parents / Carers: Parents and carers play a vital role in maintaining e-safety. They are encouraged 

to: 
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• Inform school staff or the Head Teacher / Head of Care of any e-safety concerns or 

questions. 

• Seek additional online safety guidance from recommended resources, such as: 

o UK Safer Internet Centre – "What are the issues?" 

o Childnet International – "Hot topics" and "Parent factsheet" 

o Disrespect Nobody – "Healthy relationships" 

  Visitors: All visitors using Unsted Park School’s or Aspris’s ICT systems or internet are made 

aware of this policy and are expected to review and follow it. If necessary, they will be asked to 

formally agree to the terms. 

 

 

5. E safety risks at Unsted Park school  

At Unsted Park School, the primary e-safety risks are carefully managed and fall into several key 

categories, with a particular focus on emerging threats such as AI-generated fake accounts, as well 

as traditional risks like online grooming, social media, sexting, and cyberbullying: 

 

• Content: Risks related to exposure to inappropriate material, such as online pornography, 

age-inappropriate games (often with violent and racist language), substance abuse, and 

harmful lifestyle websites promoting anorexia, self-harm, or suicide. Students are also 

taught how to critically assess the authenticity of online content. With the rise of AI 

technology, there is a growing concern over manipulated content such as deepfakes, 

which can distort images, videos, and other media. Additionally, AI has been used to 

create fake accounts impersonating students or staff on social media platforms, making it 

harder to distinguish between legitimate and fraudulent profiles. These fake accounts can 

be used to spread misinformation, harm reputations, or target students for inappropriate 

contact. 

 

• Contact: One of the most pressing risks is online grooming, where individuals attempt to 

form inappropriate relationships with young people through digital platforms. This 

includes risks related to social media, where students may face peer pressure, exposure to 

harmful content, or unsolicited contact from strangers. The creation of fake accounts 

using AI to impersonate students increases the danger of online grooming, as perpetrators 

can hide behind these false identities to manipulate or deceive children. The school 

provides guidance on protecting personal information online and teaches students how to 

recognise suspicious online behaviour. Additionally, cyberbullying is a key concern, with 

students potentially facing harassment through social media, messaging apps, or online 

gaming. Fake accounts can exacerbate this risk, as bullies can hide their identity behind 

fabricated profiles to avoid detection. 

 

• Conduct: Risks linked to online behaviour include sexting—sending or receiving intimate 

or inappropriate images, also referred to as SGII (self-generated indecent images). The 

school educates students about the dangers of sexting, highlighting how these images can 

be easily shared beyond the intended recipient, leading to serious emotional, social, and 

legal consequences. Other risks include managing one's digital footprint and online 

reputation, particularly in relation to social media and the impact of AI-generated content 

that can distort a student's online presence. Privacy concerns, including the disclosure of 

personal information, are also covered, along with the potential harm of excessive screen 

time, especially on social media or gaming platforms. Students are also educated about 

the importance of respecting copyright and intellectual property rights when sharing 

digital content. 

https://www.saferinternet.org.uk/
https://www.childnet.com/
https://www.disrespectnobody.co.uk/
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Unsted Park School takes these risks seriously and is committed to educating students, 

staff, and parents about how to recognise, respond to, and prevent these harmful online 

behaviours. This includes staying vigilant about the use of AI technologies that can create 

fake accounts or manipulate digital content, ensuring a safe and supportive digital 

environment for all. 

 

6. REPORTING AND RESPONDING 

At Unsted Park School, safeguarding and child protection are of paramount importance, 

particularly in relation to online safety. Any disclosure related to e-safety will be handled with the 

same priority as any other safeguarding concern, in line with the school’s Safeguarding Policies 

(AOP06/ AOP06A/ AOP06B). 

Unsted Park School ensures the following: 

• Precautions for Online Safety: The school will take all reasonable steps to ensure online 

safety for all students and staff but acknowledges that incidents may still occur, both 

within and outside the school setting. 

• Reporting of Incidents: All staff members are made aware of the need to report any 

online safety issues or incidents. Clear reporting routes are in place, aligned with Aspris’s 

safeguarding procedures, and consistent with policies on whistleblowing, complaints, and 

managing allegations. 

• Timely Response: Once an incident is reported, it will be addressed as quickly as possible 

to ensure a swift and appropriate response. 

• Training and Expertise: The Designated Safeguarding Lead (DSL), Online Safety Lead, and 

other responsible staff members have the appropriate training and skills to manage online 

safety risks effectively. 

• Escalating Serious Concerns: If an incident suggests illegal activity or the potential for 

serious harm, it will be escalated immediately through Aspris’s safeguarding procedures. 

• Concerns Regarding Staff Misuse: Any concerns about staff misuse of technology or 

online platforms will be reported to the Headteacher. If the concern involves the 

Headteacher, it will be referred to the Operations Director. 

• Incident Reporting System (Engage): All online safety incidents will be recorded and 

managed using the Engage system, ensuring proper documentation, follow-up, and 

accountability. 

• Updating Risk Assessments: Any e-safety concerns or incidents will be incorporated into 

the child’s individual risk assessments. These updates ensure that any online safety risks, 

vulnerabilities, or new concerns are reflected in the risk management plan and that staff 

are informed of any changes in the student's online behaviour or needs. 

 

7. Children and young people’s own communication devices 

To ensure the safety and well-being of all students, the use of personal communication devices, 

such as mobile phones, is strictly managed. 

 

KS2-KS4 procedure: 

• All mobile phones/devices must be handed in to the designated staff at the start of each 

school day and will be returned at the end of the day. This policy aligns with Keeping 

Children Safe in Education 2024, ensuring a safe learning environment by minimising 

distractions and reducing potential safeguarding risks 
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KS5 procedure 

•  A strict "no-show" policy is in place, meaning mobile phones must not be visible or in use 

during school hours unless expressly permitted for educational purposes.  

• Phones may be used in the 6th form common room; however, students must put them 

away if requested by a staff member. 

• The school reserves the right to require students to hand in their phones/devices or leave 

them at home if there are safeguarding concerns, such as incidents of bullying. 

What’s not allowed in school 

 

• Mobile phones  

 

 

• Devices with access to a camera, internet or games 

 

What’s allowed in school 

• Small MP3 player without access to a camera, internet or games 

 

 

 

 

What to do when you arrive to school with a phone or device 

 

  

 

 

 

 

 

 

How we will keep your phone safe 

• You will have your own zip lock bag with your name on  

• Your bag will hold your mobile phone / device. 

• Your bag will go into your tutor group box. 

• Your zip lock bag will be locked away safely in reception until the end of the day.  

• Your zip lock bag will be returned by your tutor / trusted adult during afternoon registration.  

 

Why are we doing it? 

• Keep children and adults safe. 

 

• Stop cyber bullying. 

 

• Improve focus in school. 

 

• Allow new and appropriate ways to regulate. 

Go to afternoon 

tutor time to collect 

phone / device 

Phones/ devices 

locked in 

reception   

Go to morning 

tutor time   

 

Collect and put 

phone/ device in 

zip lock bag  

Give phone / 

device to tutor or 

trusted adult  
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Access to School Phones: If students need to contact parents or guardians during the school day, 

they can request permission from a teacher to use a school phone. This ensures that 

communication is appropriately managed, reducing the risk of misuse and ensuring student safety. 

 

Access to Emails and Social Media: Access to social media is blocked during school hours to 

maintain a safe and focused learning environment, and to protect students from the risks of 

cyberbullying and inappropriate online content. Students are provided with school email accounts 

after receiving written permission from their parents or guardians. These emails are monitored 

and are intended for educational purposes only to ensure safe and responsible use of digital 

communication. 

 

This procedure is designed to reduce risks related to e-safety, cyberbullying, and safeguarding 

concerns. By enforcing these measures, we aim to foster a safe learning environment and protect 

students from potential online harms. Students are encouraged to communicate through official 

school channels for urgent matters. 

 

8. Filtering and monitoring  

Unsted Park School is committed to ensuring that all pupils, staff, and visitors are safe online. In 

line with Keeping Children Safe in Education (KCSIE) 2025, the school implements robust filtering 

and monitoring systems to prevent access to harmful content and to identify safeguarding risks. 

The school uses Smoothwall as its primary filtering and monitoring system across all school 

devices and networks. Smoothwall is configured to block access to inappropriate or harmful 

content, including: 

• Sexual content or exploitation 

• Extremist or terrorist material 

• Cyberbullying or harassment 

• Content promoting self-harm or suicide 

Smoothwall provides real-time alerts to the Designated Safeguarding Lead (DSL) and the 

safeguarding team whenever potentially harmful activity is detected. All alerts are recorded in the 

Online Safety Action Log, which includes: 

• Date and time of the alert 

• Pupil(s) or device involved 

• Nature of the risk or content flagged 

• Action taken by the safeguarding team 

• Outcome and any follow-up required 

The DSL and senior leaders ensure that filtering and monitoring systems are effective in practice. 

Staff are trained to: 

• Recognise alerts from Smoothwall 

• Record incidents accurately in the action log 

• Respond appropriately and escalate serious concerns to external safeguarding agencies if 

necessary 
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The Governing Body regularly reviews the school’s online safety arrangements, including the 

effectiveness of Smoothwall, monitoring procedures, and the action log. The school also conducts 

an annual audit using the DfE’s “Plan Technology for Your School” self-assessment tool to ensure 

systems are up to date and fit for purpose. 

 

9. Alignment to KCSIE 2025  

Unsted Park School ensures that its online safety procedures and practices are fully aligned with 

the Keeping Children Safe in Education (KCSIE) 2025 guidance. This includes the following areas: 

1. Emerging Technologies and Generative AI 

• KCSIE 2025 highlights the safe use of AI tools in schools. Pupils and staff are provided with 

guidance on ethical use and supervision of AI technologies. 

• Acceptable use policies and monitoring procedures apply to all AI platforms accessed 

through school systems. 

2. Online Risks and Safeguarding 

• The school addresses risks such as misinformation, disinformation, conspiracy theories, 

and peer-on-peer abuse, including online sexual harassment and sexting. 

• Procedures include reporting, logging, and responding to incidents detected online. 

• The DSL circulates safeguarding updates throughout the year, informing staff of new 

online safety trends, emerging risks, and relevant guidance to ensure staff remain vigilant 

and proactive. 

3. Remote Learning 

• Online safety measures extend to remote or hybrid learning environments. 

• Pupils accessing education off-site are subject to the same safeguarding protections and 

reporting mechanisms. 

4. Staff Responsibilities 

• All staff receive training on online safety, including: 

o Interpreting alerts from Smooth wall 

o Responding to online risks 

o Following escalation procedures for safeguarding concerns 

5. Governance and Oversight 

• The Governing Body and senior leadership team regularly review the effectiveness of 

online safety measures. 

• Annual audits are conducted using the DfE’s “Plan Technology for Your School” self-

assessment tool to ensure ongoing compliance with KCSIE 2025. 

6. Action Logging 

• All online safety incidents are recorded, reviewed, and acted upon. 
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• The Online Safety Action Log captures the nature of the alert, pupils involved, actions 

taken, and outcomes, supporting proactive safeguarding. 

 

10. MONITORING AND REVIEW 

This procedure will be reviewed annually, or earlier if necessary, I update in line with national 

and/or local updates. 
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Contents Checklist (Local Services may add additional items – this is a core list) 

Local responsibilities  Risk assessments  

Contact plans  Access to email  

Correspondence  Access to social media  

Access to telephones  Children and young people’s own 

communication devices 

 

Record keeping  ‘Local Rules’ for safe and sensible 

communications and social media use 

 

Monitoring arrangements    
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